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Quantum cryptography has the promise of perfect se-
curity. However the current technology is far behind the
theory. In practical quantum key distribution (QKD),
the most vulnerable part is the receiver which concen-
trates most of the attacks. Basically most of its struc-
ture has already been investigated in search for loopholes.
However, light emission from photon detectors [1] has not
yet been well studied. In this direction, this work inves-
tigates light emission from a QKD receiver which can
leak secret information into the optical channel to an
eavesdropper. The goal is to characterise the amount of
emission into the channel, upper-bound the information
leakage, and maintain security in the presence of leakage
by applying an additional amount of privacy amplifica-
tion.

Here we report preliminary experimental results of
measuring emission from a silicon photodetector. Two
experiments were conducted: the first quantifies the
emission by direct measurements, regardless of the wave-
length and multiphoton events. The second analyses the
emission for two distinct spectral ranges, 532 and 808 nm,
in order to compare with the spectral measurements and
characterize the emission by wavelength. The amount
of photons emitted per wavelength band can be useful
to perform or avoid side-channel attacks. Also, those are
common wavelengths used in several QKD free-space sys-
tems. The setups shown at Fig. 1 are slightly different
from previous works [2], using only a few components and
testing a commercial model SPCM-AQRH-12-FC from
Excelitas, commonly used.

Two equal units are placed producing dark counts.
Eventually, they will emit light and increase the count-
rate. To clarify the origin of the clicks, the time between
two unit clicks is observed and recorded. Figure 1(a)
shows the units connected by 1m multi-mode fiber patch
cord and to a time interval counter model SR620, which
register the time between two pulses, Start and Stop.
Results are shown in Fig. 2. The histogram presented
resembles the avalanche breakdown current profile, with
each peak represents the emission of one unit. The right
peak represents backflash emission by the DUT (device
under test). Three different events explain the shape
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FIG. 1. (a) Setup for direct measurements and (b) setup for
wavelength analysis. SPCM – single photon counter module.
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FIG. 2. Histogram of pair counts of backflash emission for
106 samples.

of the peak, which are properly selected and are de-
scribed in time order as: (I) the avalanche process rapid
development, (II) an exponential decay due a capaci-
tor discharge, intrinsic to the photodiode and (III) the
avalanche quenching by the unit electronics. In terms
of security, the main factor is the probability of emis-
sion of photons per avalanche event, which in this case
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is 0.35. The calculation was done taking into account
the effciency of the detector, which for that wavelength
is 0.55 on average.

Figure 1(b) presents a setup to check emission in spe-
cific spectrum bands by using optical filters. For the
532 nm band, two filters were used with respective band-
widths of 4 nm The probability of emission of photons
per avalanche event is 1.5 × 10−4, fairly negligible. The
calculation took into account the effciency of the detec-
tor, which for that wavelength is 0.55 and the efficiency
of the optical channel, that is 0.70. For 808nm, a filter
with 8nm bandwidth was used. A histogram of events
was observed exactly as in Fig. 2, with higher emission
probability, 6.2 × 10−3. In terms of security, some pho-
tons leaving the optical setup may provide information
for a prepared eavesdropper. Most current QKD setups
do not consider this backdoor. Thus, an alternative is
to adequate post processing and privacy amplification to
this attack.

Further experiments are currently in progress to check
and measure the leakage of information in a real QKD

setup and determining security bounds. A full spectral
measurement was already realized, in order to determine
the amount of photons emitted per wavelength and create
side-channels countermeasures.
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