Device-independent two-party cryptography
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Device-independent information processing has received a lot of attention recently, mainly in the context of randomness
expansion [CK10, VV12, CVY13, BPPP14, MS14] and quantum key distribution (QKD) [BHK05, AGM06, ABG+ 07,
BCK13, VV14]. In these two cases the power of device-independent protocols and the limitations they come with are
reasonably well understood. Another important branch of cryptography considers the scenario in which two potentially
mistrustful parties want to interact to perform a certain task while revealing as little private information as possible.
This is known under the name of two-party (or mistrustful) cryptography and it includes many realistic tasks like coin
tossing [Blu81] or private information retrieval [CGKS98].
Quantum information theory does not allow to perform such tasks securely against an all-powerful adversary. One
solution is to relax the security requirements (i.e. allow each party a fixed, non-vanishing cheating probability) and deviceindependent protocols in this setting for bit commitment and coin tossing have been proposed [SCA+ 11]. Alternatively, one
might construct protocols which give (essentially) perfect security against technologically limited adversaries, e.g. whose
quantum storage is bounded [DFSS05, DFR+ 07] or more generally noisy [WST08]. Oblivious transfer was shown to be a
basic building block for two-party cryptography, out of which other primitives of interest can be constructed [Kil88]. We
consider another universal primitive called weak string erasure [KWW12]. In weak string erasure Alice and Bob interact
to produce a random string of bits such that if they both follow the protocol Alice knows the entire string, while Bob only
knows a subset of the bits. Security for Alice means that Bob should not be able to guess the entire string, while security
for Bob means that Alice should not know which bits are known to him.
Protocols implementing weak string erasure using trusted devices in the noisy storage model were proposed in
Ref. [WST08]. Given the similarity of this task to randomness generation and recent results on device-independent
quantum key distribution, a natural question arises of whether two-party cryptography can be made device-independent
or, on a more technical level, whether techniques developed for QKD can be adapted to the two-party world. Note that the
two-party scenario is conceptually slightly more complicated than the QKD scenario in the following sense. In QKD there
are two honest parties who always follow the protocol and there is a third party which chooses the best cheating strategy
available. In the two-party setting there are only two parties (as the name suggests) but we need to consider separately
the case in which (a) they are both honest (then, the protocol should terminate and produce the desired output) and (b)
one of the parties attempts to cheat (then, the protocol should protect the privacy of the honest party).
In this submission we propose a protocol implementing device-independent weak string erasure and prove its security
in the bounded storage model under two extra assumptions:
• We assume that the devices are memoryless, i.e. they behave in the same way every time they are used.
• We assume that the dishonest party (Bob) performs a collective attack, i.e. attacks each round independently.
At the beginning Bob prepares two quantum devices sharing a large number of EPR pairs, which he passes to Alice. Each
device has two buttons corresponding to the perfect CHSH [CHSH69] measurements. She tests the devices by playing
the CHSH game multiple times and if the observed violation is high enough she uses one of them to produce randomness
by performing a fixed number of measurements where the basis is chosen uniformly at random for every round. The
other device is passed to Bob who guesses at random which measurement Alice is going to perform and performs the
corresponding measurement on his system. Once Alice announces the basis information, he knows that in certain rounds
(where he has guessed her basis choice correctly) they share perfect correlations (this is the set he is allowed to learn) but
the rest of the string he will be fully ignorant about. This shows that the protocol is correct. Security for honest Bob is
quite straightforward: since Alice receives nothing during the protocol she has no knowledge about which bits of her string
Bob successfully learnt. Security for honest Alice is more difficult to prove but the intuition is as follows. Perfect cheating
would be possible if Bob could store the entire quantum system until Alice announces the basis information. However,
since we work in the bounded storage model, he is unable do so and he is forced to make some partial measurement before
he learns the basis information. Since the measurements performed by Alice are incompatible (they can be used to observe
a certain CHSH violation) their results cannot be predicted without quantum memory. This results in some amount of
uncertainty which is exactly the security requirement for honest Alice. More specifically, we show that the amount of
uncertainty grows linearly in the number of rounds played by Alice and we also find a lower bound on the amount of

uncertainty per round as a function of the observed CHSH violation. Last but not least, we provide first steps towards a
proof of security against more general attacks of Bob and, finally, devices with memory.
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