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Modern cryptography requires a cryptosystem to have four functions of confidentiality, 

authentication, integrity and non-repudiation [1, 2]. Likewise, the quantum cryptography should provide 

these four functions for complete secure communications. Although various quantum key distribution 

protocols including BB84 [3] have been suggested and developed, these only provide confidentiality, yet. 

In order to be a complete quantum cryptosystem, the development of the quantum authentication and the 

quantum signature protocol should be proceeded [4].  

We theoretically presented a quantum signature scheme using challenge-response protocol and 

unitary operators [5]. In this research, we implement a quantum message authentication scheme which is a 

base technique for realizing the quantum authentication and the quantum signature. In the proposed scheme, 

the swap test confirming the agreement of two quantum states is implemented using the Hong-Ou-Mandel 

interference [6]. And the optimal (U,V) or (I, H)-type quantum encryption [5, 7] is performed by the 

combination of wave-plates.  

Our quantum message authentication scheme can be further expanded to the quantum signature 

protocol by adding a trusted third party in the middle of Alice and Bob. Also, if our quantum message 

signature scheme uses arbitrated states, it can be utilized as the quantum entity authentication protocol. 
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