Blind Quantum Computation against collective noise
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Introduction.— First-generation fully fledged quantum
computers will be realized by large enterprises and/or
governments. It is supposed that due to their sizes
and/or the diﬃculty of maintaining them, clients, who
want to utilize the quantum computer, delegate quantum computation to the quantum servers held in the
enterprises and/or governments using poor quantum devices for universal quantum computation. In such a situation, the clients can employ blind quantum computation (BQC) to guarantee unconditional security of their
inputs, algorithms, and outputs of quantum computations [1, 2].
Since BQC essentially employs quantum communication between clients and quantum servers [3], the reliable
quantum communication is important for BQC. Several
BQC protocols such as the double-server BQC protocol [4] have been proposed in order to resolve the noise
problem of a quantum channel. However, in the doubleserver BQC protocol, it is prohibited that two quantum
servers communicate with each other. If two quantum
servers communicate with each other, clients’ secrets are
completely exposed to the quantum servers. While faulttolerant BQC [5, 6] may be employed, their threshold
values are possibly too low to tolerate quantum noise
during quantum communication. This is because the degree of noise depends on the fluctuation of the quantum
channel of long distance, which is supposed to be much
higher than the noise threshold. Accordingly, a complete
solution of the noise problem of the quantum channel in
BQC is still open.
Our protocol.— In this work, we resolve the problem
of the collective noise, which means arbitrary collective single-qubit noise in the quantum channel for BQC.
Specifically, we make use of the fact that photons are
commonly used as carriers of information in quantum
communication, and optical fibers are employed as quantum channels. In such a situation, the noise in the quantum channel is regarded as the collective noise as confirmed in experiments [7]. Decoherence-free subspace
(DFS) has been known to be immune to such a noise [8–
10], and its validity has already been demonstrated experimentally [11].
We propose protocols to employ DFS for BQC, namely

DFS-BQC protocols (see Ref. [12] for the details). We
show that by making clever use of both polarization and
spatial modes of photons (and coherent light pulses), parties can protect the quantum state, which is sent from
the client (Alice) to the server (Bob) for BQC against
the collective noise with few changes in the state preparation and communication parts of the BFK protocol [1],
while Bob needs to perform additional operations. Since
the BFK protocol ensures unconditional security against
Bob’s arbitrary operations, this construction substantially relaxes the proof of blindness of DFS-BQC.
We consider three variations of DFS-BQC protocols.
The first one is the entanglement-based DFS-BQC protocol, where Alice is assumed to be able to generate Bell
pairs. In the field of BQC, such a requirement is too
demanding for Alice. Then, as the second one, we propose the single photon-based DFS-BQC protocol, which
successfully replaces the entanglement generation process
with a single-photon generation, and the postselection at
Bob’s side. The success probability of these two protocols
are O(T 2 ). In order to achieve the eﬃcient dependency
O(T ), we propose the third one, that is, coherent lightassisted protocol, where a single photon for utilizing the
DFS in the second one is replaced by a coherent light
pulse. All of these protocols ensure unconditional security.
Our protocols contribute to an experimentally feasible
realization of BQC. In contrast to quantum key distribution, where both participants are assumed to mainly
use linear optics, Bob is supposed to have a fully fledged
quantum computer in the BQC scenario, which allows
us to understand more general usage of DFS in quantum
cryptography.
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