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Plan of my talk

1. Introduction

I Increasing threat on the security in ICT
I QKD and its security proof

2. Security Certification and Software Development
I Assumptions in security proof

I Requirements, design, evaluation
I Case study

A phase correlation between pulses (experiment)
A state preparation flaw (theory)

3. Toward quantum secure network
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Eavesdropping on fiber communication

Light leakage in dual-core fiber

signal

monitor




Increasing Threat on the Internet 4

I VPN Security only Virtual (Spiegel 1/2015)

A The NSA operates a large-scale VPN exploitation project to crack
large numbers of connections, allowing it to intercept the data
exchanged inside the VPN

I Lavabit

A US government ordered it to turn over its Secure Sockets Layer

(SSL) private keys.

A All the collected email can be decrypted

Strengthened with Quantum key

I Logjam unconditional Forward Secrecy

Man-in-the-middle attack. Logjam persuades the server to use an old
(weak) key exchange protocol in the negotiation phase.

No-update, no need to keep compatibility
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QKD as a cryptographic primitive

Unlimited power

EVE

Quantum channel
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Eve has full access to this part.

User devices operate as the users require.
Eve has only limited access to these devices.

® A QKD protocol provides information theoretically
secure key shared by remote parties.

® |t work as a supplier of shared key to other information-
theoretically secure protocols




Feature of QKD

A Key generation procedure is composed of
guantum communication and key distillation, I.e.,
physics and information theory.

A Information theoretical security
= Key remains secure in the future, no matter
how technology improved.

A Quantitative guarantee of security by
estimating upper bound of leakage information
from the statistics of qguantum communication.

A Detection of eavesdropping
A Universal Composability.
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Security proof on modern crypt algorithms
Attacks

I CPA Chosen Plaintext Attack cipher texts corresponding to the chosen plain texts are
available.

I CCA (Chosen Ciphertext Attack plain texts corresponding to the chosen cipher texts
are available. (cipher texts are chosen before attack

I CCA2(Adoptive Chosen Ciphertext Attack Cipher texts can be chosen during the
attack, considering the information on plain-cipher pairs already obtained

Goal
I perfect decryption whole plain text K One-way OW)
I partial decryption part of the plain text, or some information on the plain
textX Semantic security = IND: E(m)i s 1 ndi stingui shab#Hme wi |
i falsification to create C 06 = E (fnomd ¢=E(m) A function F exists, s.t. m6 = F ( m)
K non-malleable NM) The strongest attack
/\( A RSA-OAEP
CPA-NM <~— CCA1-NM [ CCA-NM A OW-RSA and random oracle
4 A Cramer-Shoup
v Y A DH difficulty and universal
CPA-IND CCA1-IND ,‘ CCAZ2-IND ‘ one-way hash function
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Universal composability

A QKD as a sub-protocol is secure,

A if imperfection in key distribution (distinguishability to the
Ideal protocol) is not enhanced by the information from
the upper-layer protocols

z The imperfection of the whole application is the sum
of those of the component.

I equivalent to indistinguishablity to the adoptive chosen
cipher text attack (IND-CCAZ2) for public key crypt.

A Quantum information theory tells that trace norm
distance will be never increased by any
physically realizable processes (CPTP map)

l.e., Eavesdropping cannot be improved = UC
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Did you think QKD Is slow?

OpenSSL speed 1Y > R TOLEE: : ECDH

OpenSSL speed 1V > R TDLEE : ECDH
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“'Bench mark test on key exchange by public crypt presented by
Kanaoka(U. Tsukuba) on PKI Dag011(*).

Generation speed was measured with speed command in
OpenSSLfor two servers:
1. CPU:IntelCore i7 920 (2.6GHz), RAM:8GBS:Linux(Cent0%.6)
2. CPU:AMDOpteron 1216, RAM:2GE)S:Linux CentOS 5.6)

A 256 bit key in 1ms =256 kb/s, almost the same rate as QKD

(Mhttp://www.jnsa.org/seminar/pki-day/2011/data/02_kanaoka.pdf /%?/ HOKKAIDO UNIVERSITY




QKD equipment
.

compatible with conventional lightwave communication
equipment

transmitter receiver

a

detectors
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